Lesson 1.2
General Topic: Deleted File Recovery (DFR)

High-Level Goals

This lesson helps the student detect the true signature of a file.

File extensions can be easily changed, which some attackers use to trick systems into
misidentifying file types. In this lab, you will learn how to determine if a file has a false
extension by examining its file signature in Autopsy.

To do so, you can see their file signatures in the Hex tab at the bottom in Autopsy.

Items needed: Windows 10/11, Autopsy, and a USB thumb drive.

Lab Setup: Have the Autopsy software pre-installed on the Windows machine.

Task A: Identifying File Signatures

Task A1: In your group, one student will populate the thumb drive with 3-4 files of different file
types (.pdf, .docx, and .jpg). These can be files from previous labs.

Hello.pdf CreditCard1.jpg Drugs for Stolen Elicit
Sale.pdf Photos.docx

Task A2: After the files have been inserted, run Autopsy on the USB drive. (Don’t delete any
files.)

e Since we are using a storage disk, click on “Local Disk™.



+ Add Data Source

Steps Select Data Source Type
1. Select Host
2. Select Data Source Type i _ -~
3. Select Data Source = g e Ul e
4. Configure Ingest
5. Add Data Source
Local Disk
= Logical Files
= Unallocated Space Image File

- Autopsy Logical Imager Results

= XRY Text Export

< Back Finish Cancel Help

e Select and verify the drive you are examining.
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Some disks were not detected. On some systems it requires admin privileges (or "Run as administrator”).
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Task A3: Once the analysis is complete, click on the Data Source to look inside the Disk E.

Save Table as
O]
Name  Type Size (Bytes)  Sector Size (Bytes)  Timezone Device ID

1073741824 98105684-401d-4706-8301-b813

1e Inform




e Recognize your files and look at the Hex tab for each file.

Save Table as CSV
Name S C o] Modified Time Change Time Access Time Created Time Size Flags(Dir) Flags(Meta) Known MDS5 Hash
\}L $QrphanFiles 0000-00-00 00:00:00 0000-00-00 00:00:00 0000-00-00 00:00:00 0000-00-00 00:00:00 0 Allocated Allocated unknown
SFAT1 0000-00-00 00:00:00 0000-00-00 00:00:00  0000-00-00 00:00:00 0000-00-00 00:00:00 1044992 Allocated Allocated unknown
SFAT2 0000-00-00 00:00:00 0000-00-00 00:00:00  0000-00-00 00:00:00 0000-00-00 00:00:00 1044992 Allocated Allocated unknown
$MBR 0000-00-00 00:00:00 0000-00-00 00:00:00  0000-00-00 00:00:00 0000-00-00 00:00:00 512 Allocated Allocated unknown
\i SUnalloc 0000-00-00 00:00:00 0000-00-00 00:00:00  0000-00-00 00:00:00 0000-00-00 00:00:00 0 Allocated Allocated unknown
L System Volume Information 2024-06-14 08:58:54 EDT  0000-00-00 00:00:00 2024-06-14 00:00.00 EDT  2024-06-14 08:58:52 EDT 4096 Allocated Allocated unknown
¥ _WRDO0000.tmp 2024-06-16 19:24:10 EDT  0000-00-00 00:00:00 2024-06-16 00:00:00 EDT  2024-06-16 19:14:26 EDT 13173 Unallocated  Unallocated unknown
¥ _WRLO0O1.tmp 2024-06-16 19:14:28 EDT  0000-00-00 00:00:00 2024-06-16 00:00.00 EDT  2024-06-16 19:14.26 EDT 0 Unallocated  Unallocated unknown
Y% Hello.docx 2024-06-16 19:14:28 EDT  0000-00-00 00:00:00 2024-06-16 00:00:.00 EDT  2024-06-16 19:14.26 EDT 0 Unallocated  Unallocated unknown
HW2 (Volume Label Entry) 2024-06-14 08:58:54 EDT  0000-00-00 00:00:00  0000-00-00 00:00:00 0000-00-00 00:00:00 0 Allocated Allocated unknown
¥ New Microsoft Word Document.docx 2024-06-16 19:14:28 EDT  0000-00-00 00:00:00 2024-06-16 00:00:00 EDT  2024-06-16 19:14:26 EDT 0 Unallocated  Unallocated unknown
Hex Text Application File Metadata OS Account Data Artifacts Analysis Results Context Annotations Other Occurrences
Page: 1 of 1 Page GotoPage: 1 Jump to Offset Launch in HxD
0x00000000: 50 4B 03 04 14 00 06 00 08 00 00 00 21 00 DF A4
0x00000010: Dz 6C 5A 01 00 00 20 05 00 00 13 00 08 02 SB 43 ..
0x00000020: 6F €E 74 65 EE 74 SF 5¢ 79 70 €5 73 5D 2E 78 €D  ontent_Types].xm
0x00000030: 6C 20 A2 04 02 28 AU 00 02 00 00 00 00 00 00 00 1

e The starting signature of the file should be the starting bytes on page 1, and the ending
signature should be the last bytes of the last page. Below is an example of a .jpg file
whose starting file signature is FFDS8 (Page 1) and the ending signature is FFD9 (Page

434). Page numbers might differ.

Y. [parent folder] 0000-00-00 00:00:00  0000-00-00 00:00:00  0000-
|| |2024-06-10 13:41:50 EDT
X creditCardList2.xt 2024-06-10 13:41:50 EDT  0000-00-00 00:00:00 2024
2024-06-10 13:41:50 EDT  0000-00-00 00:00:00 2024
2024-06-10 13:41:50 EDT | 0000-00-00 00:00:00 2024

¥ MylistandScript.docx
¥ Stolen Elicit Photos.pdf

Analysis Results Context  Annotatic

Jump to Offset

CIxCICICICICICICICIIEE EHEF E0C 00 14 44 46 4% 46 00 01 01 01 01 2C  ...... JEFIF..... ’

Hex Text Application File Metadata ©
Page: 1 of 434 Page - Go to Page:

0x00000010: 01 2C 00 00 41 4D S0 46 FF E1 O SE 45 78 695 €6 «r . BMPF....Exif
0x00000020: 00 00 4D 4D OO0 2A 00 0O Q00 08 00 OC 01 06 00 O3 R 1
0x00000030: 00 00 00 01 88 4C 00 00 01 OF Q0 02 00 00 00 08  ..... L.t
0x00000040: 00 00 00 SE 01 10 0O 02 00 00 00 12 00 00 00 R4 ... ..iiinennans

NxNOOOONEND: 01 12 00 03 nn oo oo o0l on 01 an on L R I o T



Task A4: Note the file signatures you found on the table below. (For the ending signature,
try to find a similar pattern as the start signature)

File type Starting Signature Ending Signature
Jpg FF D8 FF D9
pdf
.docx
Task B

Task B1: Like Task A1, one student will populate the thumb drive with 3-4 files of these
different file types (.pdf, .docx, and .jpg). These can be random files from previous labs.

Task B2: The same student will then change the extensions of some of these files and keep track
of the changes. The other students in the group will try to find out which those files are and what
the original extension was.

e After pasting the files onto the drive, right-click on a few files and select "Rename" to
change their extensions (Here, Hello.pdf is renamed as Hello.docx. Ignore any warnings.)

CreditCard1.jpg Drugs for Hello.docx Stolen Elicit
Sale.pdf Photos.docx




¢ Examine the file signatures using the Hex tab in Autopsy and compare them with the
signatures you noted in Task A.
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Page: 1 of 16

Page & -)I

GotoPage: 1| Jump to Offset ‘

Launch in HxD

0x000CCCC0 @25 50 44@k6
0x00000010: OA U 30

2D 31 2E 37
20 6F 62 &A

0D CA 25 BS BS B5 B5 0D
0D OA 3C 3C 2F 54 79 70

e Discuss your findings with your group.



