
Lesson 1.2 

General Topic: Deleted File Recovery (DFR)  

High-Level Goals 

This lesson helps the student detect the true signature of a file. 
 
File extensions can be easily changed, which some attackers use to trick systems into 

misidentifying file types. In this lab, you will learn how to determine if a file has a false 

extension by examining its file signature in Autopsy. 

To do so, you can see their file signatures in the Hex tab at the bottom in Autopsy.  

 
Items needed: Windows 10/11, Autopsy, and a USB thumb drive. 

Lab Setup: Have the Autopsy software pre-installed on the Windows machine.  

 
Task A: Identifying File Signatures 

 Task A1: In your group, one student will populate the thumb drive with 3-4 files of different file 

types (.pdf, .docx, and .jpg). These can be files from previous labs.  

 

Task A2: After the files have been inserted, run Autopsy on the USB drive. (Don’t delete any 

files.) 

• Since we are using a storage disk, click on “Local Disk”. 



 

• Select and verify the drive you are examining. 

 

 

Task A3: Once the analysis is complete, click on the Data Source to look inside the Disk E.  

 

 



• Recognize your files and look at the Hex tab for each file.  

 

 

• The starting signature of the file should be the starting bytes on page 1, and the ending 

signature should be the last bytes of the last page. Below is an example of a .jpg file 

whose starting file signature is FFD8 (Page 1) and the ending signature is FFD9 (Page 

434). Page numbers might differ. 

 

 



 

 

 

Task A4: Note the file signatures you found on the table below. (For the ending signature, 

try to find a similar pattern as the start signature) 

File type Starting Signature Ending Signature 

.jpg FF D8 FF D9 

.pdf   

.docx   

 
 
Task B 

Task B1: Like Task A1, one student will populate the thumb drive with 3-4 files of these 

different file types (.pdf, .docx, and .jpg). These can be random files from previous labs. 

Task B2: The same student will then change the extensions of some of these files and keep track 

of the changes. The other students in the group will try to find out which those files are and what 

the original extension was.  

• After pasting the files onto the drive, right-click on a few files and select "Rename" to 

change their extensions (Here, Hello.pdf is renamed as Hello.docx. Ignore any warnings.) 

 



• Examine the file signatures using the Hex tab in Autopsy and compare them with the 

signatures you noted in Task A.  

 

 

• Discuss your findings with your group. 
 


